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jA j ^ >aSf AjoD <> Aj|Jj Jj V 




Tor Update Available 



The cjferitljt nstaM v««$»n g| Tqi i? qi4 qI dale en no longer 
1 J recemmetvlid Please visit Ihe T c< websie to d&wnload Hie latest 



-V 



versiori 



Fqf ^starte. Ulra //www.lMDmiactoia/ 



OK 



i = . Message Log / Settings K^Ext 

V Srww this window on startup 



h«le 



asic Advanced 



Tor Status 



The Tor Software is Running 

You are currently running version "0.2.2.33 (git-8522652d8e921 3d4)" of the Tor software. 




20:27:23 




20:27:23 



Your Tor Software is Out-of-date 

You are currently running version "0.2.2.33 (git-8522652d8e921 3d4)" of the Tor software, which is no longer 
recommended. Please upgrade to the most recent version of the software, which may contain important security, reliability 
and performance fines. 



Basic 



Advanced 



Time 



Type 



Message 



20:27:19 
20:27:19 
20:27:19 
20:27:19 
20:27:23 
20:27:23 
20:27:23 
20:27:23 
20:27:23 
20:27:24 
20:27:25 
20:27:26 
20:27:27 
20:27:27 
20:27:55 
20:27:55 
?n?7Rp; 



065 31 xj&' 
1 74 31 .*j^l 
174 31>>£! 
174 31>>£l 
534 31 *j& 
534 31 ^.jSffl 
534 31 >>£: 
534 31 >>£l 
534 31 *j& 
1 1 2 31 j^l 
643 31 >>£: 
752 31 #j2£\ 
081 31 xj& 
299 31 xjSfil 
862 31 >>£! 
862 31 xj&> 



Notice Tor vO.2.2.33 (git-8522652d8e8213d4). This is experimental software. Do not rely on it for ... 

Notice Initialized libevent version 2.0.14-stable using method Win32. Good. 

Notice Opening Socks listener on 127.0.0.1:9050 

Notice Opening Control listener on 127.0.0.1:9051 

Notice Based on 1 000 circuit times, it looks like we don't need to wait so long for circuits to finish.... 

Notice Parsing GEOIP file AData\Tor\geoip. 

Notice OpenSSL OpenSSL 1.0.0e 6 Sep 2011 looks like version 0.9.8m or later; I will try SSL_0P.. 

Notice I learned some more directory information, but not enough to build a circuit: We have no re.. 

Notice New control connection opened. 

Notice Bootstrapped 5%: Connecting to directory server. 

Notice Bootstrapped 10%: Finishing handshake with directory server. 

Notice Bootstrapped 15%: Establishing an encrypted directory connection. 

Notice Bootstrapped 20%: Asking for networkstatus consensus. 

Notice Bootstrapped 25%: Loading networkstatus consensus. 

Notice We're missing a certificate from authority with signing key 845CF1 D0B370CA443A8579D1 ... 

Warning Please upgrade! This version of Tor (0.2.2.33) is not recommended, according to the direc... 

NnHr-p Rnril^lT^riripH &F\Y.' A^lrinn fnr rpl^ii rlp^rrinrnr^ 






httpS -i ufljj*^tj TLS/SSL -^a Jj-iaJ! pjz^l] £p CJUjka <j<a>^j 
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\JCj^jA J\ jjftj 



jjSII jU^aj) Jja Akuiu SjlaJ 



CJl^JjJJ (JjJ £)** JJ"^ ^j^^^LuLo! A^uaHj 



<jfVU JL^SVI 6J% 



you -- entry nodes -nodes -- exit nodes- vb 



Celestra (ChSne) 

Location: Uhfced States 

IP Address: 75. 126 J 82,109 

Platform: Tor 0.2.2.33 (ojt-56122ie2e9be4c477) on Umix xS6j&4 

Bandwidth: 17.12 N£/s 

Uptime: 14 days 51 mrts31 sees 

Last Updated:20l 1-10-31 02:10:38 GMT 



ElCheapo(aifrie) 

Location: Uhfccd States 

IP Addrefi: 209-234.206.64 
Platform; Tor 0.2, 1,30 on Lima 1666 
Bandwidth: 32,00 KB/s 
Uptime; 1 1 cbysC hw? 34 this IS sc:s 

Last Updated; 201 1-10-31 07:45:36 GMT 



aikrvl (Onfrie) 

Location: Switzerland 

IP Address: 62, 220. 1 36.253 

Platform; Tor 0.2.2.34 (g*-cS5cl66e?3d5D0af ) en Lhux x86_&4 

Bandwidth: 5.12 MC/s 

Uptime: 4 hous 24 mms 52 sees 

Last Updated; 201 1-10-31 14:5938 GMT 



CjIaJjjj J^a £>* jj^l /j A **■**" " A ^ A^uuib 



you - bridge -nodes - exit nodes- vb 
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Tor Land 3 (CWne) 




Location: 


Germany 




IP Address: 


188,138,88.130 




Platform: 


Tor 0.2.3.7-alpha (gjN>la44384422174i9) m 


Linus x86_64 


Bandwidth: 


5.65 MB] 1 !, 




Uptime: 


9 hours 21 fww 40 sets 




Last Updated: 20) 1-10-31 08:17:54 GMT 
Unnamed (>3n&ne) 






Location: 


Sweden 




IP Address; 


93,182.132.103 





Platform: Tor 0Z,3.6-alpha (grt-17dff&]06Lf>WeZ) on Linus xB6_64 

Bandwidth: 19.75 MB/s 

Uptime: 1 6 hows 59 mins 4 1 sees 

Last Updated: 20 1 1 - L 0-31 00: 38: 46 GMT 



A as a ^j^^Jx^Xft 



^ SjSc- jji ^j^j j cjUjjj^i j^xa ^ AAj±a jj£ SjSc- J* ^ jiiaj ^ik^a ja : ( Bridges ) £-^o^ 



ju^ivi ^ Sjjaj^ jSxSi js j* jiiaj ^ik^ ja : ( Nodes ) *-&^ 



ju^vi J >s& Jji ^ jikj £ik^u» ja : ( Entry Nodes ) dj^» s^ 



jl^svi J >&> >I ^ jikj £ik^* > : ( Exit Nodes ) £jj^ s ^ 



** • ** 



AjuLui Aliuii 



? iSac jA ^Jjj^I <> 






<L»te J&ljia 



CH**^ O^ J S"^ J* £4*J^ J* 
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qj&xI] (jmA j Siae- ^ Jj^j Siac- j£ 






CjUJjj^j Jj* 4^a UjUa^Ma 



^LuAVI v^j <4ftJ Jl^iV! ^ Sj^ Jji jA ^Jjj^I 



jblkVl j AjiHil &p> <> Aj 



l^jfl £a*j 4-La-a £jjjJ l$J ±a.jj V j 
Ijjkk dj±i*J 4LHJ1 a^S j LL <_>aLsJl <^jjV1 ffcu £«^J^ 



CJl^Jjj^it *j» <UlaLk (IjLlhjIaa 



?& Sjjfl <JS j ^UJjjJI <> 4^ j^» £aaj ^ jL q^xJI 



jaaJt 1 JA ^k- J^-u j 
jjia^ j-ai liA j S^jli ^L fu ■ dJ j 41<ufl ajiij Laa jA j 
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Vidalia Control Panel 



E 



Status 



4 



Connected to the Tor network! 



Vidalia Shortcuts 



® 



Setup" laying 



View the Network 



± 



Use a New Identity 



| Bandwidth Graph © He|p fj About 

1 1 Message Log , SettUgs HJExft 



* Shew this window on startup 



c 



Hide 




Cuicifai 



5i*« 



Ununsd 1 OfeJ hiMH 1 tfcen 



autUJl »Jt ^ie jSj — — 





L4K4HCTH GGmBV} 

p*t*Hn iw in" iw 

Pfalluitt. ro> D.:'.::.7-JJcthl .WaljHt3T« 2217**;. M Lniu ^.« 
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Celestra (Chine) 

Location: United States 

IP Address: 75.126.182,109 

Platform: Tor 0.2.2.33 (o*-56122e2e9be4c477) on Linux x86j&4 

Bandwidth: 17,12 MB/s 

Uptime: 14 days 51 mris 31 sees 

Last Updated:20l 1-10-31 02: 10:38 GMT 



ElCheapo (Qnime) 

Location: Uhfccd States 

IP Address: 205 234.206.64 
Platform; Tor 0,Z. 1 ,30 on Linux 1666 
Bandwidth: 32,00 KB/s 

I Ifit mir : 1 1 6&fi <j hot** 34 TUft* 15 S*C* 

Last Updated 201 1 10-31 07t«5:36 GMT 

ollstvl {OnShe) 

Location: Switzerland 

IP Address; $2,220,136,253 

Platform: Tor 0,2.2-34 (Oft-cSSi:l66e73dS00af ) on Linux x86_64 

Bandwidth: "5. 12 ME.''; 

Uptime: 4 hours 24 mms 52 sees 

Last Updated: 2011-10-31 !4r59 38GMT 






?? 



l^a*j £P .ttxJl Jjaj U 



*Uii 3 ^ l^Jasu <> jSxSI >uj 



** ** 4i ** 



( finger print ) 4*»M <**fi -1 

( nick name ) <$«Ap H -2 

( ip address ) <^Sn o^ -3 



U SiaaJ Aijlu^l CjUjIxa]) l j£- Jj^aaJj ajj <JL£ 



*? »•• » 



network map ^ ^j-^ 6j^ j &*& <*&* *■* 
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Fingerprint ge,tor2,Unnanr 
mesnen,onsrv1 .Arinunetl 1 
theshell,tor4,bolobolo 



udH <w* 
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shadow 
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Connection 



Status 



■ theshell,NetlravedahsTorDe03,tor2 Open 
norrnatalrnadge,tor2,Unnarned Open 

■ theshell,tor4,bolobolo Open 
noiseenitOI d J orLand4^rnunet1 pen 



(HjfrM 



shawnthesheep (On&ne') 

Location: Germany 

IP Address: | 18S.40.33.217 | 
PlatfotB»< Tor 0.2.1,31 (git-8435cd95d2acc0c2) or 
Linux i686 
""Bandwidth: 100,00 KB/s 
Uptime: 9 hours 37 rnins 58 sees 

Last Updated: 201 1-1 1-01 01:05:55 GMT 
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ExcludeNodes 



:*»* 



Excl udeNodes 



:^ 



node , node , ... A list of identity fingerprints, nicknames, country codes and address j 

By default, this option is treated as a preference that Tor is allowed to override in 

Note also that if you are a relay, this (and the other node selection options below) < 



StrictNodes >Ai* Ujji* 6j% j 

Aoaflj CJU^aj j ^ budul j JjJ JljSl Lf k j^Sfl (JJ^i J 



>£ JjjLk j 



Jlia 



:*»* 



ExcludeNode {US} , tatacattiva , 158.36.25.4 
StrictNodes 1 



ExcludeExitNodes 



:Jj* 



ExcludeExitNodes node, node, ... 



A list of identity fingerprints, nicknames, country codt 



<Ua£j CjLa^j j f Ludul j JjJ JljSl ^k- j^Sfl (^j2aj j 



JluajVi Oii^J 3-SU ^ 4jJte jfe j JjlJ .&£ ^ 



4fca£Li 
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a+jaa oj^- ExcludeNodes ^ £j-^ ***& ^ 
ExitNodes ^\^U Jb jx\ 3 j&\ \* J ^UD J^ 



:Jj* 



ExcludeExitNodes {US} , tatacattiva , 158.36.25.4 
StrictNodes 1 



ExitNodes 



:*»* 



ExitNodes node , node , ... A list of identity fingerprints, nicknames, country codes and ad< 

Note that if you list too few nodes here, or if you exclude too many exit nodes with 1 

Note also that not every circuit is used to deliver traffic outside of the Tor networl 

The ExcludeNodes option overrides this option: any node listed in both ExitNodes and J 

The .exit address notation, if enabled via AllowDotExit, overrides this option. 



AjlaSj CjLu^j j fbu^l j JjJ JljSl Js> yH\ (JJ^i J 

jip cjubj ji ExitNodes (J *L£ ^ cjx^j ^i |jj -1 
ExcludeExitNode <J >J^ 

JjlJ o^x£ ^ikluij £J <> £jj£Jl Site £i*J "2 

ExcludeNodes >Al jlui 4*ii* $.&* ji 
StrictNodes j-Sri j 



.... t - +\ - .-. 



S-fr^uL i ifj) ifiu*-pj ^l ExitNode >*Vi j ExcludeNodes >«Vi ^ SjjS.ia SjM ji -3 
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Ji. 



:*»* 



ExitNodes {US} , tatacattiva , 158.36.25.4 



EntryNodes 



: J j* 



EntryNodes node, node,... A list of identity fingerprints, nicknames, and country codes o: 

The ExcludeNodes option overrides this option: any node listed in both EntryNodes and 






Ll2 ^ IauiVI j 4j*a3j '"'* Ai ^; /J^ j-*Vl (jj^i j 



jUa^SU 



S-fr^uL a ifji i^i^aj ^ EntryNode j^n j ExcludeNodes >Ai ^ SjjSi* SJM jl 









Mi* 


EntryWode {US} , 


tatacattiva , 


158.36.25.4 





StrictNodes 



:Jj* 



: J j* 



StrictNodes 01 1 



If StrictNodes is set to 1, Tor will treat the ExcludeNodes option as 



ExcludeNodes >Ai & Ujj1« jL >*Sn ta 
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StrictNodes j*% ^jji* 6j% j 

ji 1 J* >&i L$J^ J 

1 J* C& % 

ls**j* j*\ excludenodes >»Vi o£u- 

excludenodes >Ai ^ ^j-^> &^ 

J^l» ju>i excludenodes >Ai 6j%^ 
excludenodes >Ai ^ ^j-^> &^ 



(jaUSl J* Jj J j SiLal SijLiall Jj-Sau 



#3 



01-11-2011 



7,553 



|C1jI£jLu1a1I 



±}La1\ j*oH*a1\ 



4Jjxa 4JjJ ^k- u±i\ Cjjjjj] 



:*»* 



jjjSu!) ainill I_l2lj4 



http : //www. greenbuilder . com/general/countries . html 



1{J Jjllail >jii jULaJ fj <> j Aij^l jtfaJ 
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Ujj^t Uj (jiajjili j 



AU i*J J*M >j« Australia Wjs-I 



:*»* 



ExitNodes {MJ} 



jjuij iac- friAA £>* 4 la a 4jjJ ' A^t 



LjIjII ta Je JI^j 



:J»* 



http : //www. greenbuilder . com/general/countries . html 



14! JjIIaIi >jii jUaJ ^ (> j Aij^ii jUaj 



Ujj^t Uj (jiajjili j 



BR l+) J^M >ji! BRAZIL 00^ 



:Jj* 



Excl udeNode { B R 7 
StrictNodes 1 



rjj^l] Jlc- q- 4 ^ nt, a AJjJ cii^] 



LjIjII ta ^k- Jli5 



: J j* 



http: //www . greenbuilder . com/general /countries . html 
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1{J Jjllail j-ajll jtLsJ fj £4 j Aiji]| jULaJ 



UjjaI Ui ^jiajjil] j 



jp 14] jiid >jii Japan lW» 



:J»* 



Excl udeExi tNodes { J P } 
StrictNodes 1 



•r . •» , 



JjaJ Siac- 4 La a 4jjJ JxaJ 



Ljijii ta ^ j*^ 



:Jj* 



http: //www. greenbuilder . com/ general /countries .html 



i$j JjIIaIi j^ji jtiaj ^ (> j Aij^ii jUaJ 



Ujj^t Ui ^ajlili j 



FR l«J Jii^ >ji! FRANCE L-uji 



:*»* 



En t ryNodes { F R } 



entrynodes >»i J**^ V ^j^ JU£L-i ^ 
^jL j*£L-j v excludenodes >Ai 



j^ ££1 j4£L-j v exitnodes >Ai 



A^aLL CjVU <i Vj 
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